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News and Research
Compromised Axios npm Packages Deliver Cross-Platform Remote Access...

By Insikt Group | TTP Instance | Published Apr 1, 2026

Note Diamond Models Entities Sources

Compromised Axios npm Packages Deliver Cross-Platform Remote Access Trojan via Malicious Dependency Injection

On March 30, 2026, StepSecurity (@step_security on X, formerly known as Twitter) published a report detailing a supply-chain
attack involving the compromise of the axios Node package manager (npm) package. Axios is a widely used HTTP client
library in the JavaScript ecosystem that developers commonly integrate into web applications and backend services for
handling HTTP requests. StepSecurity reported that the threat actors pre-staged the attack across eighteen hours and used
compromised npm credentials to bypass the project’s GitHub Actions Continuous Integration and Continuous Delivery (CI/CD)
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